Artificial Intelligence for Cyber Defense in Emerging Threats

Springer

This book will deal with cutting-edge uses of
Artificial Intelligence (AI), Machine Learning
(ML), Deep Learning (DL), Large Language
Models (LLM), Generative Al, and related
techniques in the field of cybersecurity. The
emphasis will be on defenses against new and
emerging threats to information security. Each
chapter will consists of research-level work that is
applicable and practical, with data-driven results
that are designed to have a positive impact on
real-world cybersecurity.

The cutting-edge Al-based techniques mentioned
in the previous paragraph have been successfully
applied in many domains. These techniques often
provide dramatic improvements, as compared to
more traditional methods, and have resulted in
new industry standards in highly cognitive tasks,
ranging from chatbots to self-driving cars.
However, a relatively limited number of studies
have applied these powerful techniques to
problems related to cyber defense.

This book is designed to fill the gap between
cutting-edge Al research and cyber defense.
Proposed topics should include modern, practical,
and timely Al-based techniques, as they apply to L
challenging cybersecurity problems.
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